
 

AI Implementation Lifecycle and Challenges 

Lecture Notes for the AI Certification Program 

Focus areas: lifecycle governance, implementation pitfalls, controls, compliance, ethics, and 
operational resilience 

Learning outcomes: explain the enterprise AI lifecycle; identify failure points at each stage; map controls to 
NIST AI RMF and ISO/IEC 42001; connect ethics and compliance requirements to operational practice; and 
discuss case-based lessons for safer deployment. 

 

1. Why the lifecycle matters 
Enterprise AI programs fail less often because of model mathematics than because organizations skip 
lifecycle discipline. NIST’s AI RMF structures AI risk management around four functions: Govern, Map, 
Measure, and Manage while the OECD describes an iterative lifecycle spanning planning and design, data 
collection and processing, model building and use, verification and validation, deployment, and operation 
and monitoring. [1][2][3] 

In practice, this means AI should be treated as a managed business system, not just a technical artifact. 
ISO/IEC 42001 formalizes this by requiring an AI management system with leadership accountability, risk 
management, transparency, lifecycle controls, performance evaluation, and continual improvement. [4][5] 



 

Figure 1. Enterprise AI context snapshot. 

Stanford HAI reported that 78% of organizations used AI in 2024, and 71% reported using generative AI in 
at least one business function; the same report notes USD 33.9 billion in private generative AI investment in 
2024. These figures help explain why implementation discipline is now a board-level issue.[6][7] 

 

Figure 2. AI implementation lifecycle for enterprise programs. 

2. Lifecycle phases, common mistakes, and controls 
Phase What happens Typical challenge Key controls Compliance / ethics 

lens 

Strategy & use 
case 

Define problem, value, 
stakeholders, and success 
criteria. 

No business fit; “AI 
first” instead of 
“problem first”; no 
accountable owner. 

Use-case approval, 
risk classification, 
RACI, 
human-oversight 
design, documented 
intended purpose. 

NIST MAP intended 
purpose; OECD 
human rights and 
democratic values; 
EU AI Act risk-based 
framing.[2][8][9] 

Data readiness Source, clean, label, govern, 
and secure data. 

Poor data quality, 
unlawful collection, 
leakage, hidden bias, 
weak lineage. 

Data quality checks, 
access control, 
retention rules, 
consent/legal basis 

GDPR data 
minimization and 
accuracy principles; 
sector privacy rules; 



review, lineage 
records. 

ISO 42001 data 
governance.[4][10] 

Model design 
& build 

Select approach, train, tune, 
document assumptions. 

Overfitting, shortcut 
learning, poor 
explainability, insecure 
model assets. 

Model cards, 
reproducible 
pipelines, secure 
repositories, bias 
testing, peer review. 

NIST trustworthy 
characteristics; 
transparency and 
accountability 
obligations.[1][4] 

Validation & 
testing 

Test for accuracy, robustness, 
safety, fairness, and misuse. 

Weak test coverage; 
no red teaming; false 
confidence from 
benchmark-only 
results. 

Pre-deployment 
testing, adversarial 
testing, scenario 
testing, independent 
sign-off. 

NIST GenAI Profile 
emphasizes 
pre-deployment 
testing and incident 
disclosure.[11][12] 

Deployment Release into production with 
workflows and safeguards. 

Unsafe integration, 
excessive 
permissions, 
unapproved tools, 
brittle prompts, poor 
rollback plans. 

Change management, 
least privilege, 
approvals, kill switch, 
staged rollout, user 
training. 

EU AI Act lifecycle 
risk management; 
enterprise security 
controls and 
auditability.[8][9] 

Operations & 
monitoring 

Monitor quality, drift, misuse, 
security, and user impact. 

Model drift, 
hallucination harms, 
prompt injection, 
shadow AI, silent 
performance decay. 

Continuous 
monitoring, feedback 
loops, logging, abuse 
detection, incident 
response, retraining 
gates. 

NIST MANAGE; 
OECD accountability 
across operation and 
monitoring.[2][3] 

Review / 
decommission 

Retire, replace, archive, or 
re-scope systems. 

Abandoned models, 
orphaned data, stale 
controls, 
undocumented legacy 
behavior. 

Sunset criteria, 
archive policy, 
revocation of access, 
post-incident lessons 
learned. 

Continual 
improvement and 
lifecycle closure under 
ISO 42001.[4][5] 

Table 1. Phase-by-phase view of the enterprise AI lifecycle, common implementation failures, and control 
responses. 



3. Where risk concentrates 

 

Figure 3. Illustrative risk concentration by lifecycle stage. 

Risk does not begin at deployment. Many of the most damaging downstream failures are seeded earlier: 
weak problem framing, poor data lineage, insufficient testing, and unclear ownership. That is why NIST 
places GOVERN across all stages and treats MAP, MEASURE, and MANAGE as system-specific activities 
applied throughout the lifecycle.[1][3] 

 



Figure 4. Illustrative control coverage across the lifecycle. 

4. Challenges when AI is implemented poorly 
●​ Business misalignment: the system optimizes a metric that does not reflect the real organizational 

objective. 
●​ Data failures: incomplete, stale, biased, unlawfully sourced, or weakly governed data undermine 

reliability and compliance. 
●​ Model risk: poor calibration, brittle generalization, unfair outcomes, hallucinations, and weak 

explainability degrade trust. 
●​ Security and privacy risk: prompt injection, model theft, data leakage, over-permissioned tools, insecure 

APIs, and shadow AI expand the attack surface. 
●​ Operational fragility: drift, broken integrations, vendor dependence, missing rollback plans, and weak 

monitoring can turn a small defect into a service failure. 
●​ Human and ethical risk: automation bias, opaque decision-making, harmful content, discrimination, and 

lack of recourse can injure people and damage legitimacy. 

The OECD’s AI incidents work underscores that AI risk should be discussed not only as attacks or breaches, 
but also as incidents and hazards that create negative outcomes for people, organizations, and 
society.[13][14] For classroom discussion, this is useful because it broadens security thinking into safety, 
rights, fairness, and governance. 

5. Enterprise case studies and teaching examples 
Case Lifecycle failure point Teaching lesson Control response 

Hiring / HR screening Strategy, data, and validation 
Historical data can reproduce 
discrimination if fairness 
objectives are not explicit. 

Impact assessment, 
representative data review, 
fairness testing, human 
review, appeal path. 

Customer service GenAI 
assistant Deployment and operations 

A helpful pilot can become risky 
when connected to sensitive 
data or live actions without 
guardrails. 

Least privilege, retrieval 
controls, prompt filtering, 
logging, staged rollout, red 
teaming. 

Fraud detection model Monitoring 
Good models decay when fraud 
patterns change and feedback 
loops are weak. 

Drift monitoring, threshold 
review, incident escalation, 
retraining governance. 

Clinical or health triage 
support Validation and oversight 

High-accuracy averages can still 
hide dangerous edge cases for 
vulnerable groups. 

Clinical validation, restricted 
scope, human override, 
documentation, post-market 
monitoring. 

Table 2. Short case studies for classroom discussion and assessment design. 

In governance terms, these cases show why organizations need role clarity, risk tolerances, escalation 
thresholds, and evidence of testing before and after deployment. For generative AI specifically, NIST’s 
profile highlights governance, content provenance, pre-deployment testing, and incident disclosure as major 
considerations.[11][12] 

6. Compliance, ethics, and controls 
A mature enterprise AI program aligns technical controls with legal and ethical expectations. 

Domain Expectation Example control Why it matters 

Governance Named accountability and oversight 
AI policy, risk committee, 
approval workflow, 
documented ownership 

Prevents “everyone owns it, 
so no one owns it.” 

Transparency Users and reviewers understand the 
system’s purpose and limits 

Model cards, usage notices, 
explainability summaries, 
audit trail 

Supports trust, recourse, 
and regulator review. 



Privacy Personal data handled lawfully and 
proportionately 

Data minimization, access 
control, retention schedule, 
de-identification 

Reduces legal exposure and 
user harm. 

Security AI assets and connected systems are 
protected 

Secure SDLC, secrets 
management, logging, red 
teaming, incident response 

Limits misuse, compromise, 
and cascading failure. 

Fairness & human 
rights 

The system does not create unjustified 
discrimination or manipulation 

Impact assessment, 
subgroup testing, human 
review, recourse path 

Links ethics to measurable 
controls. 

Reliability The system performs within acceptable 
bounds over time 

Validation protocol, 
monitoring, drift detection, 
rollback 

Stops silent degradation. 

Third-party 
governance 

Vendors and foundation models are 
controlled, not blindly trusted 

Due diligence, contract 
clauses, data-use review, 
dependency inventory 

Addresses vendor lock-in 
and inherited risk. 

Table 3. Control domains that connect lifecycle practice to compliance and ethics. 

The EU AI Act uses a risk-based approach to obligations, while the European Commission’s summary 
emphasizes safety, fundamental rights, and human-centric AI.[9] For high-risk systems, the Act’s lifecycle 
view of risk management is especially important because controls are not one-time checklist items.[8] 

7. Cost, resilience, and shadow AI 
Rapid adoption without governance creates measurable business exposure. IBM reported a global average 
data breach cost of USD 4.88 million in 2024, and its later reporting flagged shadow AI as a growing risk 
where unsanctioned AI use can increase breach costs and expose customer data and intellectual 
property.[15][16][17] In class, this is a strong reminder that implementation lifecycle controls must include 
procurement, acceptable use, identity, logging, and employee awareness. 

A simple governance rule for enterprises is: no model may move from experiment to production unless 
business ownership, testing evidence, rollback plans, and monitoring requirements are explicit and 
approved. 

8. Discussion questions 
1.​ At which lifecycle stage is it cheapest to reduce AI risk, and why? 
2.​ How is an AI incident different from an AI attack, a vulnerability, or a compliance violation? 
3.​ Why can a highly accurate model still be unacceptable for enterprise deployment? 
4.​ Which controls should be mandatory before a generative AI system is allowed to access enterprise 

knowledge or perform actions? 
5.​ How would you adapt the lifecycle for a regulated industry such as finance, healthcare, or public sector 

services? 

9. Key terms 
AI lifecycle: The iterative sequence of planning, data work, model building, validation, deployment, 
operation, and review. 

AI incident: An event where the development, use, or failure of an AI system leads to harm or a significant 
risk of harm.[13] 

Drift: A change in data, behavior, or context that reduces model performance over time. 

Shadow AI: Unsanctioned AI use outside formal organizational oversight.[17] 

Human oversight: Mechanisms that allow people to supervise, intervene in, or stop AI decisions and actions. 



References 
[1] National Institute of Standards and Technology (NIST), Artificial Intelligence Risk Management 

Framework (AI RMF 1.0), 2023. 

[2] OECD, Recommendation of the Council on Artificial Intelligence, updated 2024. 

[3] OECD, Framework for the Classification of AI Systems, 2022. 

[4] ISO, ISO/IEC 42001:2023 AI management systems overview, 2023. 

[5] ISO, 'ISO 42001 explained: what it is,' 2025. 

[6] Stanford HAI, The 2025 AI Index Report, 2025. 

[7] Stanford HAI, 'Economy' chapter, AI Index 2025, 2025. 

[8] European Commission AI Act Service Desk, Article 9: Risk management system, accessed 2026. 

[9] European Commission, AI Act regulatory framework overview, updated 2025. 

[10] European Commission, GDPR principles: data minimisation, accuracy, and accountability, accessed 
2026. 

[11] NIST, Artificial Intelligence Risk Management Framework: Generative Artificial Intelligence Profile (NIST 
AI 600-1), 2024. 

[12] NIST, AI Risk Management Framework program page, updated 2024. 

[13] OECD, Defining AI incidents and related terms, 2024. 

[14] OECD.AI, AI Incidents and Hazards Monitor (AIM), accessed 2026. 

[15] IBM, Cost of a Data Breach Report 2024 summary, 2024. 

[16] IBM, Cost of a Data Breach report portal, 2025. 

[17] IBM, 'What is Shadow AI?', accessed 2026. 


	1. Why the lifecycle matters 
	2. Lifecycle phases, common mistakes, and controls 
	3. Where risk concentrates 
	4. Challenges when AI is implemented poorly 
	5. Enterprise case studies and teaching examples 
	6. Compliance, ethics, and controls 
	7. Cost, resilience, and shadow AI 
	8. Discussion questions 
	9. Key terms 
	References 

